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Introduction

Policy Based Management was previously known as the Declarative Management Framework
(DMF) and has made its name by ensuring compliance inside your SQL Server databases.

Why Compliance?

Today organizations are facing challenges for staying compliant. You either need tools, or
the knowledge to use those tools, in order to ensure compliance in your company’s
infrastructure.

Globally, compliance is considered a serious business as it helps prevent unauthorized
access to the resources and people that use the company’s infrastructure.
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Let’s take a look at a figure below:

Company
Granted Database
Access with PBM

Granted to
Database
Changes

Employee

From here on I will be referring to Policy Based Management as PBM. For implementing
PBM, you will need to understand the following three components:
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Policies
|

Conditions

Facets

At the foundation of it all are facets. Facets are basically a sub-system of pre-defined
database and server properties.

Facets

A facet can have multiple properties. There are more than 70 facets in SQL Server 2008 as
you can see from the figure below:
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ANIL-PCWSQL2KESPICTP (0L Server 10.0.2520 - Anil-PCOuAnil\Management' Pelicy Management\Facets
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f?',ﬂxs}rmmetric Key

7 Audit

“ Backup Device

“ Broker Pricrity
ff'Br-:uker Service
ff"CertiﬁcatE
ﬁ}Credential
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T Data File

ﬁ}Datahase

“f Database Audit Specification
“f Database DDL Trigger
ﬁ“Database Maintenance
“f Database Options
f?'DataI:lase Performance
ff'DataI::lase Role

“ Database Security

“7 Default

“f Endpoint
ff'FiIegrnup

“* Full Text Catalog

# Full Text Index

“* Full Text Stop List
ﬁ“lndex

ff'Linked Server

“Log File

“f Login

f?'Lu:ugin Options

' Message Type

“f Multipart Name
ol N

[d Facets 74 Ttems

For example, the database facet contains multiple properties - one of them is the Owner
property.

Once chosen this property will return the owner of the database.
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Conditions

A condition(s) validates a facet or a series of facets.

Policies

Policies implement conditions based on the facets defined.

Implementation

We shall now create a new database called SQLServerClub and apply a policy that ensures
that the Database Recovery model is set to FULL Recovery:

1) Click on Start > All Programs - SQL Server 2008 - SQL Server Management Studio
2) Now create a new database called SQLServerClub and click on Ok.

3) You should now have a database SQLServerClub as shown in the figure below

Object Explorer ~ 1 X
Connect~ | @] & E3| ;
=] [jj AMIL-POVSQLIKESPLICTP (SQL Server 10.0.2520 - Anil-PCyAnil)
= 3 Databases
[ System Databases

[ Database Snapshots
[ ) SQLServerClub

4) Now navigate to the Management folder and expand it. PBM is present at the first
instance.

You will need to identify if it's enabled or disabled. The figure below indicates when
PBM is disabled:

- | Management
f_i Policy Management
[ Policies
3 Conditions
[ Facets
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The figure below indicates when PBM is enabled:

o SDEEEEEY ]

= '-g' Policy Management
[ Policies
3 Conditions
| Facets

5) Now first we need to understand which facet enables us to check the Database

Recovery Model. As you can see below the Database Maintenance Facet contains the
Recovery Model:

Uz Facet Properties - Database Maintenance

@ Ready

Select a page 3 Script - mHelp

4 General

[ Dependent Policies :

[ Dependent Conditions Description: Exposes properties of

Applicable target types:  Database

Properties:

DataAndBackupOnSeparateLogicalVolumes

LastBackupDate
LastlogBackupDate
PageVerify
ReadOnly
RecoveryModel
Status

6) Now right click on Conditions - Click New Condition

i
- Facet|_ Mew Condition...
Diata Col

’ @ e Filter .
F| ﬂ Resocurce
Fl Lj Maintens REF'DI"tS. ,
p [l SOQL Serv

% Database Refresh

7) Now in the General section, enter the name for the condition:
Name: DB Recovery Model Compliance
Choose a Facet: Database Maintenance
Expression: Recovery = FULL
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¥

L@ Create New Condition - DB Recovery Model Compliance =HECIH
@ Ready

Select a page | 8 Script - | [ Help

4 General

|#8 Description

[WETLSMIDE Recovery Model Compliance|

Eacet: ’ Database Maintenance

Expression:

AndOr  Field

Operatc Value

» @RecoveryModel E = Full E

# |Click here to add a clause

Connection
2 ANIL-PC\SQL2KBSP1CTP
[Anil-PChAnil]

View connection properties RecoveryModel

The recavery model for the database,

Progress

Ready

ok || cancd || Help

8) Now we need to give this condition a description in the event the compliance is not
met:

'-é;g Create New Condition - DB Recovery Model Compliance E@E
@ Ready

Select a page | 55 seript ~ | [ Help

2 General

4 Description

Description:

F_nsure that the DB Recovery Model is set to FULL

Connection
A3 ANIL-PC\SQLZKESPLCTP
[Anil-PCyAnil]

View connection properties
Date created:

Progress Created by:

Ready Date modified:

Modified by:

[ ok || cancet || Hew
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9) Now you can locate the new condition under the Conditions Folder:

= 3 Conditions
i DB Recovery Model Compliance
) ry p

10)Now that we have our condition in place, we will create a Policy that evaluates this
condition.

11)Right Click on the Policy folder and choose New Policy:

= & Policy Management
I_JE Mew Poli
B3 C ew Policy...
3 Fa Evaluate...

_“:_;ﬂ, Data Import Policy...

_j, Resou View History

3 Maint

Ca s0Ls Filter »
11’
L= Datah Reports 3
¢l Distril

[ Legag Refresh

12)Now give the Policy name “Database Recovery Model”. Choose the condition: DB
Recovery Model Compliance.

Now under against targets - Choose Every Database

The Evaluation Mode can be of two types: On Demand (Default) and On
Schedule

Leave the default as On Demand.

Server Restriction: None
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Uz Create New Policy - Database Recovery Model EIEE
@ Ready

Select a page 8 Seript ~ | [y Help

% General

| Description

Connection

23 ANIL-PC\SQLZKESPLCTP
[Anil-PCyAnil]

View connection properties
Progress

Ready

Mame: Database Recovery Model

[] Enabled

Check condition: ’DE- Recovery Model Compliance ‘] B
Saletianet= Every ~ Database

Evaluation Mode: [Dﬁ dernand

Server restriction: ’Nane

0K

|| concet ||
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13)Under the Description page leave the Category as default.

Description: You can write any custom message you wish to convey to the user.
Under the Text to Display: You can write a custom message saying to either
contact the DBA or look at a specific URL of the organization that defines these

policies:
%7 Open Policy - Database Recovery Model |ﬂ
lﬁl Ready
Select a page "_;SScript - uHeIp
A General
%A Description
Category: I<Default::- v] Mew
Description: All Databases Recovery Model must in FULL Recovery Mode -

Additicnal help hyperlink:

: Text to display:  All Databases Recovery Model must in FULL Recovery Mode
Connection

F ANIL-PC\SQL2KBSP1CTP Address: http:/fintranet.companyname.com/Policies.aspx
[Anil-PChAnil]

View connection properties
Date created:  3/29/2009 T:48 PM

Created by: Anil-PCuAnil
Ready Date modified: 3,/29/2009 7:54 PM
Meodified by:  Anil-PC\AnRil

Progress

ok || Cancel || Hep

14)Now it’s time to evaluate our policy to ensure it is working®©!

15)For demonstration purposes, I intentionally made the SQLServerClub Database
Recovery mode to Simple.

16)To evaluate this, right click on your policy and choose Evaluate.
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17)You should get an error as shown below:

A Palicy Selection

2% Evaluation Results
% Evaluation Resul Rectli

Select a policy to see the detailed results in the table below

] Policy Message

’x Database Recovery Model

[Anil-PC\Anil]

View connection properties

{ LI

| |
I
| |
|
I Target details:
Server Target Details
’x ANIL-PC\SQL2KES... | SQLSERVERASQLVANIL-PC\SQL2KB5P1 CTP\Databases\SQLServerClub

||

Connection

3 ANIL-PC\SQL2KBSP1CTP

Progress
g Done
7

[ Apply | l Export Results I

T - e po— =
% Evaluate Policies Databas_e R_ecom l«"ll:Mi‘ilr Ll_u
0 Ready

Select a page 8 seript - | [ Help

l

Close || Help

].:

Now click on the View hyperlink to investigate the reason for the compliance failure.

SQL Server Club - grow your knowledge

www.sqlserverclub.com




Uz, Results Detailed View ESR e

fud(c, | Fop Field Operator  Expected Value Actual Value
D @RecoveryModel = Full Simple

Puolicy description:
| Al Databases Recoveny Model must in FULL Recovery Mode -

Additional help:  All Databases Recovery Model must in FULL Recovery Mode:  hitp://intranet compamymame com/Policies. aspx

[ Close ” Help ]

As you can see, the expected value was Full and the actual value was Simple.

18)Now let us get our database into a compliant state. To do this, click on the checkbox
of the policy and click on Apply.
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Uz Evaluate Policies - Database Recogy_gudel - -m - p—— — - E
|® Ready

Select a page B Seript + [ Help

1 Policy Selection

# Evaluation Results T

Select a policy to see the detailed results in the table below

Policy

Message
’X Database Recovery Model

Target details:
Server Target Details Message
'X ANIL-PC\SQL2KBS...  SQLSERVERASQLVA...

Connection
A3 ANIL-PC\SQL2KBSP1CTP
[Anil-PCyAnil]

View connection properties

Progress

@ Done

[ Apply || Export Resuits |

| Cose || Hep |

You will now get a warning, asking if you wish to apply the policy:

Policy Evaluation Warning

i Applying the policy modifies all selected targets that do not comply. Do you want to apply the policy?

Do not show this message again

Gy

I Yes I [ Mo

Click on the Yes button.

19)Then you will get a check mark as shown below:
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Results:

Select a policy to see the detailed results in the table below

[ Policy
&' Database Recovery Model

Message

Target details:

Server Target Details
'c" AMIL-PCVSQL2KES... | SQLSERVERMASGQLA...

20)Right click on the SQLServerClub database and choose Properties. You should then

navigate to the Options Page and see that the Database Recovery Model is now set
to Full:

[] Database Properties - SQLServerClub EM
Selecta page E ) -

Script + |- Hel
1 General ;S = ?
12 Files
127 Filegroups Collation: [SQL_Latin'l_Genaal_CF‘LCl_AS v]
= t]ptions _
ﬁ " Recovery model: [Full v]
4 Pemissions Compatibility level: | SQL Server 2008 (100) -
%A Extended Properties

You have successfully implemented PBM®! There are many other things to explore.
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In the forth coming series, I shall explore Business Requirements implementation using
PBM.

Stay tuned!

Please send me your valuable feedback to anil.mahadev2009@live.com
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