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B S0OL Server 2005 Surfoce Area Configuration

SOL Server200s ol T,

Halp Praotact YVour B0OL Sarvar

Minimize SQL Server 200% Surface Araa

S0L Sevver 2005 imgaoves manageabibty snd secwity by giving admirdsiratons mors control over the suifaces ses of looal
ard Pefrcle wslances of SOL Server 2005 wWith the SOL Served 2005 Swlace Area Configuaation bocls, pou can aasly;

= Duzable urussed services and releolb protocols 1of femole confsebons
= Dizable ursed feshses of SOL Serves components

Fon rewe installabons. use these tools bo enable ieguared feabees. services. ard neabwork pratocols that are dizablod by
defsult. Fod upgraded instances, uie thess lools 1o sentily sid disable uresed festsss, seivices, sid protosols.

£  Fead moe about configuing the SOL Seres auface s

Configure Surface Area for localhost jchanee computed

ﬁ Surfoce Aren Configuration for Servicoes and Connesctions

_-_.ﬁ Surfoce Aron Configuration for Foatures
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i Surface Area Configuration for Services and Connections - localhost

"\ SQL Server 2005 Surface Area Configuration
& Help Protect Your SOL Server

Ersble only the seraces and connection ippes used by your applhcations. Dissbling unused services and connections helbs
protect wour server by reducing the surface aea. For defaul settings, ses Help,

Select & comporent and then configure ks services and connechions:

g SHAFQAT By default, SOL Sercer 2005 Express, Evaluation, and Developesr ediions allows local
= SOLEXPRESS chernt connections only. Enterpaise, Standard, snd Workgroup editions also ksten bor
B [}l Database Eng remobe clent conrechons over TCPAP. Use the oplions below to change the protocols
= % Engre on which SOL Sener lisens o incoming chent conmections. TCPAP i prafered over
Service rameed pepes becouse it requines fewer ports bo be opened across the fnewall

i = FRemote Conrmclions
@ [g, SOL Server Browses

(%) Local connections onb
) Local and remols connections

| View by Instance | View by Component




o surface Area Configuration for Services and Connections - localhost
"\ SQL Server 2005 Surface Area Configuration
& Help Protect You

Enable anly the senaces a
Pt ol sarval by tedig

Lonnection Settings Change Alert

( i ] Chianges bo Connectaon Settings will not take effect untl you restart the Database Engine serice.

Sedact a compomneant and the
@ [ SHargaT

da oK
s 3 saowness e

= Ld Database Engfe T on whuch SGL Seever kstens for mcoming chenk connechions. TCP/IP s pecfenied over
Senvice | named pipes because # requines fewes porls bo be opened scross the frewal
+ Remote Connections |
# Li SOL Serves Biowser

) Local connections onk
(=) Local and remote cormections
(%} Using TCPAP only
) Using named pipes only
) Using both TCPAP and named pipes

Wiews by Inztance th'tmwm.

[ ok || cewe || apow || nep |
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“& Surface Area Configuration for Services and Connections - localhost

1 SQL Server 2005 Surface Area Configuration
L.,.-o—' Help Protect Wour SOL Server

Enable only the services and connecton types uled by vow apphcations. Dizablng unused services and conneclions hels
jprotect pour Secvers by reducing the suilace area. For deladt seltings, see Help,

Select a component and then conligue s services and connections:

B g SHAFQAT
=2 [ SOLEXPRESS
= [ Datsbsss Engine
-
Ramaote Connections
L+ ,.i SOL Server Browses

| Wiew by Instance | Wiew by Component

Drigable thiz service unless pour appliications use it

Sarvice rname: MSSO0L$SOLEXPRESS
Crisplay rame: _EI:IL Serves [SOLEPRESS)
Drescription: Provvides shorsge, procesang and contiolled sccess of data
ared rapid franssciion processing
S bartups bppe: Aubormatic |
Service stalus Riirwirg
Stop P ause

& Surface Area Configuration for Services and Connections - localhost

p SQL Server 2005 Surface Area Configuration
&’ Help Protect Your SQL Server

Enable only the senices and connechion bppes used by your appbcations. Dizablng unused senaces and connections helps
protect your server by 1educing the surface area For default setlings, s== Help,

Select a component and then configure its services and connections:

# [ SHAFGOAT
2 § SOLEMPRESS
= | Database Engne
+ Semvice
Femote Connections
# | SOL Server Browses

Wiew by Instance | View by Component

Dizable this service unless your applications uze i

Service name: MSSOLESOLEXPRESS
Dizplay name: SOL Server [SOLEXPRESS)
e Fagtaagapmcﬂmaﬂ ............... S
and rapid bransaction procesng,
Startup type: .:ﬁ.utomaljc v
Senvice status: Stopped
Stat
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‘& Surface Area Configuration for Services and Connections - localhost

) SQL Server 2005 Surface Area Configuration
b’ Help Protect Your SQL Server

Enable only the services and connection fppes used by pow applications. Disablng unused services and connections heps
protect wour server by reducing the surface aea For defaull sellings, see Help,

Select a component and then configure iks services and connections:

+ [ SHAFQAT This service reuins named pipe and TCP part information to client applications. Enabling
= i _SIJLE:-(PHESS this seevice is recommendad for Analpsis Services.
2 [ Database Engne
Senvice Service name: _SHLBFW
Remole Conneclions : [
i SOLS B
= |, SOL Server Browser Jiesnase QL Server Brovser
+ Service Desciplion: Prowides SOL Server connaction information to clent
4 coampulers.
Startup type: i tomabic
Service status: Runining
[ Slop ] [ Pause

Viewe by Instance | Yiew by Component
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